DEPARTMENT OF THE ARMY

HEADQUARTERS, YOUR UNIT DESIGNATOR

MAILING ADDRESS
YOUR OFFICE SYMBOL (380-40A)






DATE
MEMORANDUM THRU COMMANDER, YOUR HIGHER HEADQUARTERS, MAILING ADDRESS

FOR DIRECTOR, UNITED STATES ARMY COMMUNICATIONS SECURITY LOGISTICS ACTIVITY (SELCL-LRD-SAS), FORT HUACHUCA, AZ 85613-7041

SUBJECT: COMSEC Facility Approval Request (CFAR)

1. References:
      a. AR 380-40, Chapter 4

      b. TB 380-41, Chapter 2

2. This command has a requirement to establish or update (complete as appropriate) a COMSEC Facility.

      a.  General Information
       (1)  Requesting Unit: Unit Designation and Mailing Address
       (2)  UIC: Wxxxxx
       (3)  Telephone Numbers: Commercial and DSN (OCONUS: Use Full commercial telephone number to include country code.)
       (4)  COMSEC Account Number: 5xxxxx (Leave blank if for establishment of a COMSEC account, the number will be determined by your TIER 1 Central Office of Record.)
       (5)  Facility Location: Actual location, floor, room, building number, to include street. State whether facility being requested is a secure room or vault. If requesting a security container as your facility, state: GSA-Approved Security Container within room xxx.
       (6)  Point of Contact: Name, e-mail address and complete telephone number
       (7)  Type of Request: Initial (establishment), Relocation, Update, etc.
       (8)  Classification information: Highest classification of material received or held

       b. Purpose: Operations, Distribution, Maintenance, RDT&E, Other IAW TB 380-41, Chapter 2. (Indicate your Primary Purpose!)

       c. Physical Security: Provide physical security description of the facility, IAW TB 380-41, Chapter 2 and AR 380-40.  Also, identify any type of alarm system. If the request is for a TS facility, identify the provisions to store thematerial, IAW TPI. If the facility is to be a GSA-approved security container, identify SECONDARY BARRIERS; include ACCESS control when the container is open. (Example: Room ___ is constructed of 8” block on the outside wall and sheet rock on the inside walls. All walls go from true floor to true ceiling. There is one window in the room on the outside wall that can be locked from the inside, which has drapes to prevent unauthorized viewing. The only entry into the room is through a hollow core door, which has inside hinges and is secured with an X-09 combination lock. There is an air

conditioner protruding through the outside wall. The AC unit cannot be removed from the outside. TS material will be stored in a GSA-approved security container having dual combination locks.)

       d. Material and Equipment Security: Describe protection of material during non-working hours, IAW TB 380-41, Chapter 2. (Example: All classified COMSEC material will be stored in GSA-approved security containers and the door to the COMSEC Facility will remain locked during non-working hours.

3. Standards Statement: Prepare a statement certifying whether the applicable standards can or cannot be met, IAW TB380-41, Chapter 2. (Example: The standards for the operation, storage and destruction of COMSEC materials as set forth in TB 380-41 can be met).

4. SOP for Destruction. Provide a detailed statement explaining how the unit intends to destroy or otherwise dispose ofexcess, superseded, and obsolete COMSEC material.

5. I certify that I conducted a risk assessment per AR 380-40 and AR 190-51. I have evaluated the risks to the facility and found them to be acceptable. A COMSEC SOP and Continuity of Operations Plan (COOP) have been constructed and are on file. 






SIGNATURE BLOCK OF COMMANDER







(Signed by the Commander)

CLASSIFICATION AS APPROPRIATE

